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Introduction
VPN or Virtual Private Network is a method of data communication that uses encryption and authentication
mechanisms to ensure secure communications over a publicly accessible network (such as the Internet)
between networks or between a network and remote host.
VPN connections can be either site-to-site or gateway-client. Site-to-site connections are VPN connections
that are established between VPN enabled network gateways allowing different networks to be a part of the
same network. Gateway-client connections are connections that are between a remote client and a VPNenabled gateway allowing the remote client to securely access the network behind the gateway.

Site-to-site VPN

Gateway-client VPN

The purpose of this document is to serve as a brief guide for configuring VPN Tracker 5 VPN client software
with SonicWall appliances. VPN Tracker 5 is a VPN client and can only be used to initiate VPN connections
to remote networks from a single host. The following procedures illustrate the basic steps necessary to get
started using VPN Tracker 5 as a secure means of communication.

Getting Started
System requirements

-

Mac OS 10.4 or higher

-

PowerMac G3 or higher, Intel-Mac

-

VPN enabled firewall or router (see http://www.vpntracker.com/interop for compatibility list)

-

Internet connection

Obtaining VPN Tracker 5 software

VPN Tracker 5 can be downloaded at http://www.vpntracker.com/download for a 30-day trial period. The trial
version is useful to determine if VPN Tracker 5 will function correctly with your VPN gateway before
purchasing the software. All connections created in the trial version will be active for 3 minutes before
termination. The licensed version has no such limitations and can be obtained by purchasing VPN Tracker 5
license(s) from Equinux online at http://www.vpntracker.com/buy. Once a license has been acquired, simply
login to your Equinux account (issued at time of license purchase) to activate VPN Tracker 5 from the trial
version to the licensed version.
Transferring licenses

When VPN Tracker 5 is licensed, it becomes hardware bound and can only be used on the computer for
which it was licensed. Should the need arise to install VPN Tracker 5 on another computer, other than the
computer for which VPN Tracker 5 was originally licensed, the issued license can be transferred using the
following procedure:
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1. On the original Mac, open VPN Tracker 5 and select VPN Tracker 5 from the file menu bar.
2. Select Deactivate VPN Tracker 5.
3. Install VPN Tracker 5 on the new Mac.
4. On the new Mac, open VPN Tracker 5 and select VPN Tracker 5 from the file menu bar.
5. Select Activate VPN Tracker 5.

Migrating VPN Tracker 3 and 4 existing connections

When VPN Tracker 5 is started for the first time, it will detectexisting installations of VPN Tracker 3 or 4 on
your Mac and scan them for connections. If existing connections are found, VPN Tracker 5 automatically
configures those connections.
This can also be accomplished manually by selecting FileÆMigrate connections from VPN Tracker 3/4
from the file menu bar and following the prompts.

Installation
Follow the instructions below to install VPN Tracker 5 on your Mac.
1. Obtain license(s) from http://www.vpntracker.com/buy. An Equinux login account will be created after
purchase and will be used to activate VPN Tracker 5 on your Mac.
2. Download VPN Tracker 5 from http://www.vpntracker.com/download.
3. The downloaded disk image should mount automatically; if it does not, double-click the disk image icon
in the upper right corner of the display.
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4. Drag the VPN Tracker 5 icon to the Applications folder to install the software on your Mac.

5. Eject the disk image.
Activating VPN Tracker 5

Use the procedure below to activate VPN Tracker 5 on your Mac.
1. Start VPN Tracker 5.
2. Select VPN Tracker 5 from the file menu bar.
3. Select Activate VPN Tracker.
4. Enter your Equinux user ID and password when prompted.
5. Select Login and follow the prompts.
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SonicWALL configuration
Firewall configuration
SonicOS Standard
1. Enable VPN on your SonicWALL appliance by selecting the VPN tab. Check the Enable VPN box.

2. The default VPN policy is “GroupVPN”. Click on the Enable checkbox and record the Unique Firewall
Identifier as it will be used to configure VPN Tracker.
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3. Click on the configure icon to the right of the Group VPN entry (pencil and paper icon). Record the
Shared Secret; it will be used to configure VPN Tracker 5 on your Mac.
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4. Verify the following settings on the Proposals tab:
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5. Verify the following settings on the Advanced tab:

6. Click OK.
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6. Select DHCP over VPN in the left pane of the user interface. Click the Configure button.
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7. Check the Use Internal DHCP Server and For Global VPN Client
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8. Select the Users option on the left pane of the user interface.

9.

Select Local Users.

10.

Click Add.

11.

Enter User Name and Password.
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12.

Verify the following for the Groups tab:
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13.

Select the VPN Access tab and select Firewalled Subnets from the left pane of the window.

14.

Click Ok.

15.

Logout.
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SonicOS Enhanced
1. Enable VPN on your SonicWALL appliance by selecting the VPN tab. Check the Enable VPN box.
Record the Unique Firewall Identifier as it will be used to configure VPN Tracker.

2. The default VPN policy is “WAN GroupVPN”. Click on the Enable checkbox.
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3. Click on the configure icon to the right of the Group VPN entry (pencil icon). Record the Shared
Secret; it will be used to configure VPN Tracker 5 on your Mac.
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4. Verify the following settings on the Proposals tab:
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5. Verify the following settings on the Advanced tab:
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6. Verifiy the following on the Client tab:

7. Click OK.
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8. Select DHCP over VPN from the left pane of the user interface.
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9. Select the Configure button and check the Use Internal DHCP Server and For Global VPN Client
checkboxes:

10. Click Ok.
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11. Select the Users option on the left pane of the user interface.
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12. Select Local Users. Click Add.

13. Enter User Name and Password.
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14. Select the Groups tab and verify the following settings:

15. Click OK.
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16. Select the VPN Access tab and add Firewalled Subnets to the right pane from the options in the left
pane:

17. Click Ok.
18. Log out.
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The SonicWALL appliance log can be accessed by selected the Log option in the left pane of the user
interface to verify the correct sequence of events for establishing the VPN tunnel.
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VPN Tracker 5 configuration
1. Start VPN Tracker 5.
2. Click on the + in the bottom left of the window to create a new connection.
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3. Name the connection and select your appliance from the list.

4. Click OK.
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5. Verify the following settings under the Basic tab:

-

Client Provisioning is checked and DHCP over IPsec (SonicWALL) is selected.
Network is Host to Network
VPN Gateway is set to the FQDN of the remote network (e.g.: host.domainname.com)
Click on the red plus sign next to Remote Networks to specify the LAN IP and subnet mask
(e.g.: 192.168.10.0/24)
Under Authentication, select Pre-shared key and check Use Extended Authentication
(XAUTH) when requested
Click Edit and input the Shared Secret that was recorded when in the firewall configuration step
Click OK
Under Identifiers, select Local Endpoint IP Address for Local and FQDN for Remote. Enter the
Unique Firewall Identifier recorded from the SonicWALL appliance.
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6. Verify the following under the Advanced tab:

-

-

Exchange mode is set to Aggressive and Proposal check is set to claim
Phase 1 Encryption Algorithm has 3DES and DES checked
Phase 1 Hash Algorithm has SHA1 and MD5 checked
Diffie-Hellman is set to Group 2 (1024 bit)
Phase 2 Encryption Algorithm has DES and 3DES checked
Phase 2 Authentication Algorithm has HMAC MD5, HMAC SHA1 and Establish unique SAs
for multiple networks checked
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Using VPN Tracker 5
Select the connection to be initiated in the left pane of the user interface and click on the on/off toggle switch
on the left of the connection name to start the connection. The status portion of the interface located in the
bottom right corner will indicate that a session is starting. Additionally, the Log tab can be selected to display
real-time connection events which can be very useful in determining any connection problems.

You will then be prompted to enter your XAUTH credentials to establish the connection. This is the user
name and password that you specified in the firewall configuration step.
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Enter your user name and password to connect.
The status portion of the user interface will then display (in graphical format) inbound and outbound packet
transfer rates for the established session.

To end your session, simply click on the on/off toggle switch next to the name of the connection.
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Accessing SMB shares
To access a shared Windows directory or drive, use Finder and select “Go” Æ “Connect to Server”. Enter the IP address
of the shared resource and click “Connect”. Enter your user name and password (if prompted) to access resource.

Caveats
-

Users with Mac OS X 10.5 or greater can only use VPN Tracker 5 with SonicWall appliances.

-

Accessing SMB shares from Mac OS X 10.4 Tiger machines is broken due to a bug in the Mac
OS X kernel. Upgrade to Mac OS X 10.5 Leopard in order to guarantee flawless access to SMB
shares.

Additional Resources
For an online demonstration of SonicWALL products and SonicOS Standard or Enhanced, go to:
http://livedemo.sonicwall.com
equinuxprovides a comprehensive user manual with VPN Tracker 5. Go to “Help” Æ “VPN Tracker Manual”.
For more information about VPN Tracker 5, go to:
http://www.equinux.com/vpntracker
For more information about VPN, go to:
http://www.vpnc.org/vpn-standards.html

Troubleshooting
In most cases, your connection should work fine if you follow the instructions above. If you cannot connect,
please read on.
VPN Connection Fails to Establish
On/Off Slider goes back to “Off” right away
If the slider goes back to “Off” right away, please make sure you have entered all the required information.
VPN Tracker will highlightfields that are missing information.
On/Off Slider goes back to “Off” after a while
If the connection ON/OFF slider goes back to “OFF” a while afterattempting to start the connection, please go
to the “Log” tab to getmore information about the error (or click the warning triangle to beautomatically taken
to the “Log” tab).Depending on the actual problem, VPN Tracker will display detailedsuggestions for a
solution.

32

VPN Connection Seems to Be Connected, but no Resources Can Be Accessed
If the connection slider goes to ON and turns green, but you cannot access resources (servers, email, etc.) in
the VPN, please checkthe following points.
Connect by IP address instead of host name
If you are not connecting to the resource by IP address (e.g. 192.168.1.42), but are using a host name (e.g.
server.example.com), pleasetry using the resource’s IP address instead. If the connection works when using
the IP address, but not when using a host name,please make sure that your Mac’s DNS server or the
“Remote DNS” server that you have configured in VPN Tracker is able to resolvethis host name to an IP
address.
Check if the IP address is part of the remote network
Tip The network mask (e.g. 255.255.255.0) determines the size of a network. Some examples: The network
192.168.1.0/255.255.255.0 contains all IP addresses starting with 192.168.1.x. The network
192.168.1.0/255.255.255.255 contains
only a single IP address, 192.168.1.0.
Run the VPN Environment Manager
In many local network your Mac will be behind a router that performs Network Address Translation (NAT). For
a VPN connection tobe established through such a router, VPN Tracker can use one of three different
methods, but not all of them may be supported byyour local router or your VPN gateway. In that case, your
VPN connection may seem connected, but no connections to servers orother resources in the VPN are
possible. VPN Tracker includes a tool to detect the right method for the local network:
! Stop all running VPN connections
! Select “Help > VPN Environment Manager”
! Click on “Continue”
! Wait until VPN Tracker has performed the tests
! Try to start the connection again
Tip You will only have to run the VPN Environment Manager once for each location that you are using VPN
Tracker at.
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